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Workshop 2: Getting Data Privacy Right for Digital Financial Services  
 

Moderator: Elisabeth Rhyne, Managing Director, Center for Financial Inclusion at ACCION (United 

States) Speakers: Wayne Hennessey, 4G Capital (Kenya); Corey Stout, ACCION’s Venture Lab Africa  

Beth Rhyne opened the workshop with the question: How can we implement client protection in 

practice? Much of the opening begged the question: How do we balance the inherent tension between 

engaging with DFS and making ourselves vulnerable by sharing our data (and thereby maybe benefiting 

from the opportunities these digital services represent) or not participating in the increasingly digital 

world  (and therefore missing out on some opportunities but ensuring more safety for our information 

and ourselves)?  

Wayne Hennessey, the CEO of 4G Capital, explained the model for his fintech.   

• They offer microloans and microlessons (mini business training)  

• They built their own algorithm and Core Banking System. 

• His philosophy is not big data but rather smart data—e.g. 47 indicators in the algorithm not 

3,000. 

• They prioritize quick turnaround e.g. 24-hour disbursement and 5 min loan renewal 

• The prioritize productive loans. 

• They have 125,000 clients who are largely rural and women. 

• Currently they have a 94% repayment rate. 

• They are voluntarily compliant with the GDPR data privacy standards and train their clients on 

data stewardship. 

Examples of practical actions financial institutions should take to help ensure strong data privacy: 

• No USBs should be allowed in the office, ever. 

• Limit the types of internet sites employees can access from their desks. 

• Assign a staff person to be responsible for ensuring data privacy and give them a budget. 

• Be mindful – create a culture of respect for data protection. 

• Use locks and passwords to keep data safe. 

• Each employee should have a unique login and anytime they access data that login should be 

recorded. 

Case example: Each year Wayne hires ex-NSA (U.S. National Security Agency) staff who now work as 

consultants for private security contractors to conduct an annual “hack-a-thon.”  They always discover 

numerous ways to breach the systems in place and then 4G Capital sets to work strengthening their 

protocols so as to prevent bad actors from using those weaknesses in the future.   

Quotes:  

• “Data privacy for our clients is existential. In a place with political violence, data breaches can 

literally lead to death.”   

• “Doing this [working toward strong data privacy] makes us a better business. It gives us a 

competitive advantage. Doing the right thing is good business.” 

https://digitalguardian.com/blog/what-gdpr-general-data-protection-regulation-understanding-and-complying-gdpr-data-protection
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Corey Stout, Portfolio Engagement Manager, ACCION’s Venture Lab Africa 

ACCION created a Data Protection Toolkit for its financial institutions to use.  The Toolkit is 

structured around three main steps: assess, design, and implement.   

• She had a good slide with lots of detail on the lifecycle of data and best practices for each stage 

in the life cycle: capture, usage, retention, and erasure. (See PowerPoint posted here) 

• She mentioned that Estonia is working on a blockchain based version of sovereign data, which is 

an idea that would allow each person to be the owner of their data and to release their data on 

their own terms to businesses of their choosing.  However, Corey pointed out that the viability 

of sovereign data is an ecosystem issue and that Estonia is a very small country both 

geographically and in terms of population, so it’s a good place to test out the idea.  This type of 

system could be incredibly helpful for refugees since they would make taking their data with 

them and starting over much easier.  

• Portability of client data is not yet possible; neither the clients nor the FSPs are equipped to do it 

currently.  

Beth Rhyne posed the question: Is consent dead? 

Wayne was adamant that it was not, should not be, and that if it is we need to bring it back! 

He had a few suggestions for how to make consent real: 

• Be super clear and concise with the information presented e.g. provide a summary of the 

legalese. 

• Ask the client multiple times if they understand. 

• Ask for permission about both collection and release, separately. 

• Transparency and choice are the pillars of consent. 

• No on-selling without transparency 

 

Beth invited each table to discuss the following three questions from the practitioner perspective and 

share their thought with the room: 

1) Do we have a data privacy policy? 

2) Is it effective? 

3) What procedures exist to implement it? 

https://www.accion.org/data-protection
https://sptf.info/annual-meetings/2019-summit-inclusive-digital-future

